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Ethernet KommyTtaTtopbl

Cepusa ApnaH-3400

OnucaHue

Cepua Apnan-3400 — aT0 ynpaBnsieMble KOMMyTaTopbl L3 YPOBHS C BbICOKOW HAAEXHOCTbIO, HU3KUM
notpebneHnem 3HeprMm n pasnuMyHbIMU BapuaHTamun anekTponutaHus. [1o3BondawT peanu3oBaTtb
pacLUMpeHHble CEPBUCHI B JTOKarbHbIX CETAX KPYMHbIX U CpeaHUX NpeanpusaTui, B ceTax omnnarnos.
TexHonorma CTekMpoBaHUA NO3BONSAET O00bEOUHUTb HECKOSTbKO (OU3NYECKUX YCTPOWCTB B OAHO
BUPTyaribHOE JOrM4YecKoe YCTPOMCTBO. ITO JIOrMYECKOE YCTPOMCTBO OOnagaeT MOBbLILLEHHOWN
NPOV3BOAMTENBHOCTBIO M (DYHKUMOHANbHOCTbIO  HECKOSNbKMX  YCTPOWCTB,  paboTaroLimnx
ofHOBpeMeHHO. [1py aToM Nonb3oBaTenu ynpasnsatoT TONbKO OAHUM YCTPOUCTBOM.

KommyTaTopbl AaHHOM cepumn obecneumBaloT ckopocTb nopToB oT 100M6 go 1I'6 u paclumpsemMoctb
3a cyet 10G-noptoB. Mogenb ¢ nogaepxkon POE nogaepxvBaet POE+ Ha Bcex downlink-nopTax,
oAgHoBpeMeHHOo obecneyvnBas BblcOkockopocTHoM uplink npy nomowwm 10G-nopTtoB. Ha BCce mogenu
cepun ApnaH-3400 npegycMoTpeHa rapaHTus 5 net ot nponsBoauTens.

Bo3moxHocTHu
MacwTtabupyemocTb

KommyTtatopbl cepun ApnanH-3400 MMEOT LIMPOKYK JIMHEWKY C pPasfUYHbIMU KOHUrypaunsamm
downlink n uplink-noptoB. Bnarogapsa wmnpokomy BblGOpy Moaenen, NnpeacTaBneHHbIX B NIMHEWNKE,
kommyTaTopbl cepun ApnaH-3400 mMoryT ObITb OCHALLEHbl HYXXHbIM KONMYECTBOM MeAHbIX, SFP 1
Combo nopTos.

SHEKTPOHMTaHVIe n oxnaxpgeHue

Mogenu cepun Apnan-3400 moryT ObiTb OCHaLLeHbl ABYMSI BCTPOEHHbIMW HECbEMHbIMWU Brokamm
nutaHus ¢ BapuaHTamm AC220, DC27 n DC48, a Takke wmoaynbHbiMM ©Onokamun nuTaHus.
HanpaBneHne Bo3gyLLHOrO NOTOKa B MOAENSX CO BCTPOEHHbIMK Bnokamn nutaHua Left-to-Right, co
CMeHHbIMU Front-to-Back.



MonuTtnka 6e3onacHocTn

KommyTtatopbl cepun Apnan-3400 adppekTMBHO 3awumlialoT OT MNPOHUMKHOBEHUA BUPYCOB W
XaKepCcKnx aTak 3a CYeT MCMONb30BaHUS BCTPOEHHbIX MEeXaHM3MOB, TakmxX Kak s3awuTta oT DDOS-
aTtak, ckaHupoBaHue |P-agpecoB, NpoBepka Hanuuma HegonyctuMmbiX ARP-MakeToB UM pasnuyHble
nonutukn ACL Ha annapaTHOM ypOBHe.

> Cnuckn IPve ACL. MNMo3BonsaT ogHOBPEMEHHO NogkntoyaTh Kak IPv4-, Tak n IPv6-nonb3oBaTenen
N KOHTPONMpOBaTb AOCTYN nosib3oBaTenen IPv6 Kk pecypcam (Hanpumep, orpaHuyMBaTb OOCTYN K
BaXXHbIM CETEBbBIM pecypcam).

> OtcnexuBaHune naketoB DHCP. lNosBonseTt npuHumatb otBeTbl DHCP TONbKO C paspeLueHHbIX
nopToB; Ha ocHoBe npocnywmsaHna DHCP-naketoB 1 guHamuyeckoro MoHutopuHra ARP, a Takxke
npoBepkn IP-agpecoB norb3oBaTenen Mno3BONSET OTKMOHATbL HeJonyCTUMble MakeTbl, He
COOTBETCTBYOLUME 3anNnCcCaM O NpuUBA3Ke, AN 3P@EKTUBHOM 3alumnTbl OT NnogMeHbl IP-agpecoB nnu
ARP-oTBeTOB.

> SSH n SNMPv3. SSH n npocton npoTokosi ceteBoro ynpasneHus sBepcun 3 (SNMPvV3) c
Kpuntorpadpuyeckon 3awmton obecnevmBaloTr ©OesonacHoe ynpasrieHMe WHdopMaunen wu
OrpaHUYMBalOT [OOCTYN HeaBTOPM30BaAHHbLIX MOMb3oBaTeNnen 3a CYeT TakMx CepBUCOB, Kak
MHOro3rieMeHTHas npmesaaka, pyHkuum 6esonacHocTn noptoB, ACL C BpEMEHHBLIMU UHTEPBANamu n
orpaHuyeHmne npornyckHon CnoCoBHOCTH.

CrteknpoBaHue

> TexHonormsa CcTekMpoBaHus, MNO3BOMSIET 3a CYeT BuUpTyanusauuum o6beauMHUTb HECKOJSIbKO
PM3MYECKMX KOMMYTATOPOB B OAWNH NIOMMYECKUN. DTO NIOrMYeckoe YCTPONUCTBO MUCMONb3yeT oauH IP-
agpec, npotokon Telnet, nHTepdenc komaHgHom CTPOKU. C TOYKM 3peHuss nonb3oBaTenss O4HO
niornyeckoe yCTporncTBo obnagaeT NOBbILEHHOW NPON3BOANTENBHOCTb U PYHKLNMOHANBHOCTBIO
HECKONbKMX YCTPONCTB, paboTatomx ogHOBpeMEHHO. [1pn 3ToM nonb3oBaTenu ynpaBnsoT TONbKO
OLHMM YCTPOMCTBOM. TE€XHOMOrMa CTEKMPOBaHUS Takke obragaeT cnegyowmMmm npemMmyLecTsamu.
> [1pocToTa ynpaBneHus. bonblwe He TpebyeTca NPOBOAUTL HACTPOMKY KaXOoro KommyTtaTtopa B
OTAENbHOCTU, @ aAMUHUCTPATOPbI MOTYT OAHOBPEMEHHO YNpaBnsaTb BCEMU YCTPONCTBAMN.

> [poctaa tononorusi. CTek paccmaTpuBaeTcsl kak oguMH KOMMyTaTtop B ceTu. [pn noaknioyeHun
NVMHWA  arperMpoBaHns n nepudepuinHbiX CeTEBbIX YCTPONCTB OTnagaeT HeobXoaAMMOCTb B
npoTtokone MSTP, Tak Kak ceTeBble NeTNnn 2 ypoBHA OTCYTCTBYIOT. BCce NpOTOKONbI OYHKUNOHUPYIOT
Kak OQWH KOMMyTaTop.

> ABapuiHOe nepeknyeHne B TedeHne munnucekyHa. CTek u nepudepuinHble yCTpoMCTBa
NOAOKIIOYEHblI 4Yepe3d nuHuKM  arpernpoBaHus. [lpun cboe nwboro ycTponcTea WU  NUMHUK
nepeknyeHne Ha gpyroe yctponcTteo Tpebyet ot 50 go 200 mc.

> WckniountenbHas macwTtabupyeMmocTb. 3amMeHy YCTPOMCTB B CETM MOXHO MNpOM3BOAUTL B
«ropsiveM» pexmme: NOAKMYEHNE UNKU OTKIToYEeHME NbOoro U3 YyCTPOMCTB CTeKa HUKaK He BngdeT
Ha gpyrne yCTponcTBa.

HapexHocTb

KommyTtaTtopsl cepum ApnaH-3400 noggepxmBaroT NPOTOKOSbI ceMencTsa Spanning tree (STP)
ctraHgaptoB 802.1d, 802.1w wu 802.1s, rapaHTUpyss MWHUManbHOE BpPEMS CXOAUMOCTU W
NOBbIWEHHY OTKaszoyctomumsocTb. ObecneynBaloT CcTabunbHoe (PYHKUMOHMPOBaHME CeTw,
BGanaHCMpOBKY Harpy3ku Ha KaHarbl U pe3epBMpOBaHNE KaHamoB.

> lMpoTokon Bidirectional Forwarding Detection (BFD). C nomowbio BFD-NpOTOKOMNbI BEPXHETO
YPOBHS, Takme Kak MpOTOKOMbl MaplipyTusauumn, MoryT ObICTpO onpeaenatTb MOAKMYEeHne
HanpaBnALWUX NyTEN MexXay MapLipyTu3aTtopamMmmn 1 3Ha4YUTENbHO COKpPaTUTb BPEMSA KOHBEPreHuun
NPOTOKOSIOB BEPXHErO YPOBHS NPU U3MEHEHUN cTaTyca kaHana.

> MpoTokon Virtual Router Redundant Protocol (VRRP): obecneunBaeT cTabunbHOCTb paboTbl ceTu
Ha ypoBHe L2+/L3.



> MpoTokon Ethernet Ring Protection Switching (ERPS) (G.8032): BbinonHAEeT yHKUMN 3aLUThbl OT
L2-neTenb Npu Co3gaHMKM KOMbLEBbLIX TOMOSMOMMn BTOPOro YPOBHS AN OTKa30yCTOMYMBOCTU CETW.
CocegHue ycTponcTea HanpsiMyto obLialoTCca ¢ MacTep KOMMYTaTOpOM KofbLa U coobLiatoT emy
COCTOSIHUSI KaHanoB. [loaTomMy Bpemsi CXOAMMOCTWU MpU pas3pbiBe UMM BOCCTAHOBMEHUM KOfbLa
3aMeTHO MeHbLUe, YeM ANsi NPOTOKONoB cemenctBa STP, Tak kak HET HEOBXOAMMOCTM NPOBEPSATh
ocTanbHble pe3epBHble yCcTponcTaa. Mpu ngeansHbix yenosuax ERPS BbinonHaeT aBapuiiHoe
nepekntoYeHne KaHanoB 3a HECKOSTbKO MUITIIMCEKYHA,.

YnpaBneHue ceTbio

Cepusa Apnan-3400 nogaepxusaeT MHOXeCTBO OYHKUMIA, Taknx kak SNMP V1/V2/V3, RMON,
Syslog, a Takke XypHanupoBaHue. AMUHUCTpPaToOpaM LOCTYMHbI pasfnyHble MeToabl 4SS NPOCTOro
ynpaBneHns KOMMyTaTopoM, Takue Kak nHtepdenc komangHom ctpoku (CLI), npotokon Telnet u T.4.

TexHu4Yeckmne xapakTepucTuku KommytatopoB ¢ POE/PoE+

Mopenu c PoE

ApnaH-3424PFE-S ApnaH-3448PGE-S

UnTepdeiicbi
10/100/1000
BASE-T (PoE/PoE+) 24X10/100Base-T 48
10/100/1000BASE-T/100/ 4 _
1000Base-X Combo
10GbE BASE-X SFP+ 0 4

MopTbl ynpasneHuA

1 KoHconbHbIM nopT, USB, RS-232, RS-485

MpoussoguTenbHOCTb
Rommyraunorras 12,8 r6uT/c 176 F6uT/c
€MKOCTb
CKOpoOCTb Nepeaaym 9,5 Mnak/c 132,0 Mnak/c
Tabnunua MAC 16K
VLAN-Tabnnua 4K
Tabnnua ACL 500
Tabnuua ARP 1024
Tabnvua mapuwpyTmsaumm 4K
IPv4/IPv6
Kon-Bo ouepeseii Ha 3
nopt
Flash-namaTb 128 M6
OnepaTtrBHas NamsTb 256 M6
dusunyeckme napamerpbl
Pasmepbl (LLIXIxB) mm 442x312x44 442x408x44
Macca, Kr 5 6




dneKTponutaHue

100-240 B AC, 50 - 60 Ty, 100-240 B AC, 50 -60 'y,

MNoTpebnaemas 43587 8608t
MOLLHOCTb
OxnaxpeHue AKTMBHOE
MTBF > 100 000 yacos
TemMAenaTyna Pabouyasa Temnepatypa: ot 0 °C go +40 °C
paTyp Temnepatypa xpaHeHus: ot —40 °C go +70 °C
OTHOCKTeNbHaA Pabouan BnaxHocTb: 5% — 80 % OB
BAIAXHOCTb BnaxHocTb npu xpaHeHuu: 5 % — 95 % OB
POE IEEE 802.3af PoE (15,4 BT)
IEEE 802.3at PoE+ (30 BT)
BrogxeTt mowHocTtn PoE 370 Bt 740 Bt
®DYHKLUMOHANbHOCTb

MeToa KommyTauum

Store-and-Forward

IEEE802.1Q, Voice VLAN, Port-based VLAN, Protocol-based

VLAN VLAN, MAC-based VLAN, QinQ, GVRP, Selective Double
DHCP DHCP Client, DHCP Server, DHCP
Snooping, DHCP Relay Option 82
QinQ Static Q-in-Q, Selective QinQ
3epKanmpoBaHue RSPAN, ERSPAN
nopTos
MpoTOKOAbI MapLUpyTU3aLMK
Cratnyeckas IPv4/IPV6
MapLupyTusauma
JnHammnyeckasn RIPv1/v2, RIPng, OSPFv2, OSPFv3, IS-ISv4, BGPv4, VRRP, ECMP, BFD, PBR,
MapLIpyTM3auma PIM-SM, PQ, PIM Snooping, VRF, VRF-Lite, FIB
Multicast IGMP v1/v2/v3 snooping, MVR, MSDP
ACL ACL, MAC ACL
8 ouepepneit Ha nopT
QoS MapkuposKa Tpaduka 802.1p/DSCP

Anroputmbl 06paboTku ouepeaei: SPQ, SDWRR
OrpaHuyeHune TpadmrKa Ha nopTax

®PyHKuMM 6esonacHoOCTH

BPDU Guard, BPDU Filter, Root Guard, Loop Guard, Loopback-detection
Port Security, Private VLAN Lite, Dynamic ARP Inspection, IP Source Guard
IEEE 802.1x, Authentication, Authorization, Accounting Radius,
TACACS+, RADIUS, RADIUS-EAP

YnpasneHue u

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, CLI (Console/Telnet/SSH),
Public & Private MIB interface RMON, Ping, Trace Route

obenyxusanue Syslog, NTP, Multiple Configuration Files, DDM, LLDP
HapgexHocTb
MpoToKkonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP
pe3epBUPOBaHUSA Stack, LACP, ERPS, BFD, Flex-links

CTeknpoBaHuMe (MaKcMmanbHoe
KOZIMYECTBO YCTPOMCTB B CTEKE)

15




TexHU4YecKue xapaKTepucTuku moaenei 6e3 POE

B/1aXXHOCTb

Bna*kHOCTb Npu xpaHeHnn: 5 % — 95 % OB

ApnaH 3424FE-S|3424GE-S | 3424GE-US| 3424GE-FS | 3448GE-S 3448GE-US 3448GE-FS
NHTepdeiicobl
10/100/1000
BASE-T 24 22 12 0 48 22 0
100/1000 BASE-X SFP 0 0 12 24 0 24 48
100/1000
4 0
BASE-XT Combo 2 0 P 2 0
10GbE BASE-X SFP+ 0 4 4 4 4 4 4
MopTbl ynpasneHua 1 KoHconbHbIM nopT, USB, RS-232, RS-485
NMpoussoguTeNnbHOCTb
KommyTaLtoHHas 12,8 128 128 128 176 176 176
Emkoctb I6ut/c
CKopocTb nepegayum Mnak/c 9,5 95,2 95,2 95,2 130,9 130,9 130,9
Tabnanua MAC 16K
VLAN-Tabnnua 4K
Tabanua ACL 500
Tabnuua ARP 1024
Tabanua mapwpytnsaumnm K
IPv4/IPv6
Kon-Bo ouepeseii Ha 3
nopt
Flash-namatb 128 M6
OnepaTtrBHasA NamMsATb 256M6 512 M6
dusunyeckmne napamertpbi
Pasmepbl (LUX'xB) mm 44"4:3‘182 A4X840%259Mm 44x442x424mm
Macca Kr 2,3 3,5 5 5 6
220AC
’ 220AC, 48DC
dneKkTponutaHue DC24, DC48 220AC, 48DC )
[
MNoTpebnaeman 35 60 60 60 150
MouwHocTb BT |
OxnaxxpgeHue AKTMBHOE
MTBF > 100 000 yacos
TemMnenaTyna Pabouas TemnepaTtypa: ot 0 °C go +50 °C
patyp Temnepatypa xpaHeHua: ot =40 °C go +70 °C
OTHOCUTENbHAaA Pabouas BnarkHocTb: 10 % — 90 % OB




®DYHKLUMOHANbHOCTb

MeToa KommyTauum

Store-and-Forward

IEEE802.1Q, Voice VLAN, Port-based VLAN, Protocol-based

L
VLAN VLAN, MAC-based VLAN, QinQ, GVRP, Selective Double
DHCP DHCP Client, DHCP Server, DHCP
Snooping, DHCP Relay Option 82
QinQ Static Q-in-Q, Selective QinQ
3epKanmMpoBaHue RSPAN, ERSPAN
nopToB
MpoToKonbl MapLpyTU3auum
Cratnyeckas IPv4/IPv6
MapLpyTU3aums
JnHamunyeckas RIPv1/v2, RIPng, OSPFv2, OSPFv3, IS-ISv4, BGPv4, VRRP, ECMP, BFD, PBR,
MapLpyTusauyma PIM-SM, PQ, PIM Snooping, VRF, VRF-Lite, FIB
Multicast IGMP v1/v2/v3 snooping, MVR, MSDP
ACL ACL, MAC ACL
8 ouepepneit Ha nopT
Qos MapkuposKka Tpaduka 802.1p/DSCP

Anroputmbl 06paboTku ovepeaeit: SPQ, SDWRR
OrpaHuyeHune TpadmrKa Ha nopTax

®yHKuMM 6esonacHoOCTH

BPDU Guard, BPDU Filter, Root Guard, Loop Guard, Loopback-detection
Port Security, Private VLAN, Dynamic ARP Inspection, IP Source Guard
IEEE 802.1x, Authentication, Authorization, Accounting Radius,
TACACS+, RADIUS, RADIUS-EAP

YnpasneHue u

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, CLI (Console/Telnet/SSH),
Public & Private MIB interface RMON, Ping, Trace Route

obenyxusanue Syslog, NTP, Multiple Configuration Files, DDM, LLDP
HapgexXHocTb
MpoToKonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP
pe3epBMpoBaHUA Stack, LACP, ERPS, BFD
CTeknpoBaHue (MakcMmanbHoe 15
KONMYECTBO YCTPOWCTB B CTEKE)
Cxema npuMeHeHus
. OBK 1/10G
MopgkntoueHme K npoBaraepam
unn cetam dpunmnanos
OBK 1/10G OBK 1/10G E

Ynpasnsemble CTEKMpyemble

KommyTaTopsbl L2/L3
ypoBHel

Appo cetn Ha KommyTaTopax L3

OBK 1/10G

e/

111

MNopkntoveHne cepsepos
OBK 1/10G
n n n n o semm
u
OBK 1/10G
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UHdopmauusa ana 3akasa

Mopenb OnucaHue

24xFE (RJ-45), 4xGE Combo (RJ-45/SFP), 220VAC;24DC;48DC;
ucnonHeHue 19"
24xFE (RJ-45), 4xGE Combo (RJ-45/SFP), 220VAC; POE+ 370W
ucnonHeHue 19"
22xGE (RJ-45), 2xGE Combo (RJ-45/SFP), 2x10G (SFP+) 220VAC; 48DC
ucnonHeHue 19"

ApnaH-3424FE-S

ApnaH-3424PFE-S

ApnaH-3424GE-S

ApnaH-3424GE-US 12xGE (RJ-45), 12xGE (SFP), 4x10G (SFP+) 220VAC; ucnonHeHnume 19"
ApnaH-3424GE-FS 24xGE (SFP), 4x10G (SFP+) 220VAC; ucnonHeHue 19"
ApnaH-3448GE-S 48xGE (RJ-45), 4x10G (SFP+), 220VAC; DC27; ucnonHeHue 19"

Apnan-3448PGE-S 48xGE (RJ-45), 4x10G (SFP+), 220\125; DC27; POE+ 740W, ucnonHenue

22xGE (RJ-45), 24xGE (SFP),2xGE Combo (RJ-45/SFP), 4x10G (SFP+)
220VAC; DC27; ucnonHeHue 19"

ApnaH-3448GE-US

ApnaH-3448GE-FS 48xGE (SFP), 4x10G (SFP+), 220VAC; DC27; ucnonHexnue 19"

ConyTcTBYyloWMe ToBapbl
Mopenb OnucaHue

SFP moaynb SX, 1.25I6ut/c, mHoromoga, 850 Hm, 3,3V, 550 m,
pa3bvem LC
SFP mopaynb, 1.25I6ut/c, ogHomoga, 1310 Hm, 3,3V, 10 Km, pa3bem
LC
WDM SFP mopaynsb, 1.25I6ut/c, ogHomoga, Tx1550 / Rx1310 Hm,
3,3V, 40 Km, pasbem LC
WDM SFP mopaynsb, 1.25F6ut/c, ogHomoga, Tx1310 / Rx1550 Hm,
3,3V, 40 Km, pasbem LC
SFP+ moaynb LR, 10r6ut/c, ogHoMopA, A,BYXBONIOKOHHDIN, 1310 HMm,
10 Km, pasbem LC
WDM SFP+ mogynb LR, 10rémt/c, ogHomoga, Tx1330 / Rx1270 Hm,
20 Km, pasvem LC
WDM SFP+ mogynb LR, 10rémr/c, ogHomoga, Tx1270 / Rx1330 Hm,
20 Km, pasvem LC

SFP-PLGN-GE-MM-0.8-2-0.5-LC

SFP-PLGN-GE-SM-13-2-10-LC

SFP-PLGN-GE-SM-15T/13R-1-40-LC

SFP-PLGN-GE-SM-13T/15R-1-40-LC

SFP-PLGN-10GE-SM-13-2-10-LC

SFP-PLGN-10GE-SM-13T/12R-1-20-LC

SFP-PLGN-10GE-SM-12T/13R-1-20-LC

SFP-PLGN-10GE-RJ45 SFP mogynb, 10r6ut/c, RJ45 KOHHeKTOp
SFP-PLGN-GE-RJ45 SFP mopaynb, 1.25I6mt/c, RI45 KOHHEKTOp
SFP-PLGN-10GE-TP-1 AKTMBHaA KabenbHaa c6opka SFP+, 1 m, 10 Féut/c

O6bwas nHcpopmauusa
Mo Bonpocam npmnobpeTteHnst obopyaoBaHna obpallanTecs.

TenedoH: 8 800 505-19-52
E-mail: info@inzer.su

Mo BONpocaM TEXHWYECKOW MOAAEPXKKM, Bbl MOXETe obpaTUTbCs HanpsiMyto B cnyx0y cepsuca no

3NEKTPOHHOM NMoYyTe support@inzer.su unu support@plgn.ru.
A Takke No3BOHUTb NO HOMepy TenedoHa: +7 (347) 292-09-90 pob. 120
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